INFRASTRUCTURE SOLUTIONS DATA SHEET

FORENSIC EMAIL COMPLIANCE

It's always been good practice to
keep records for a considerable
time. Now it's essential. A fully
auditable, forensically compliant
copy of all individual emails needs
to be available to meet the legal
and requlatory requirements
within organisations. This has the
potential to be an expensive and
time consuming process, but with
Cryoserver it's simple.

BENEFITS

Cryoserver provides permanent
delete-proof archive of all emails
with easy search and retrieval.

COMPLIANCE AND PROTECTION
ACROSS ALL DEPARTMENTS

Above all else, Croyserver complies with
today's email retention requirements. It
provides a permanent and delete-proof
archive of all your organisation’s email
correspondence and it allows for the
quick and easy search and retrieval of
emails.

* Speeds up email investigations while
increasing employees privacy and
confidentiality

e Decreases liability and increases
productivity by making users think
twice before they press send

¢ Provides forensic evidence for court
actions

* Preserves knowledge in the
organisation in a secure, searchable
repository

e Delivers significant cost savings
As a compliance solution, Cryoserver has

benefits for every department within an
organisation:

IT - Saves time and simplifies email
retrieval
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HR - Enforces email policies while
maintaining the individual's right to
privacy. Email evidence can be used in
tribunals and disciplinary proceedings.

Customer service and procurement -
Quickly and accurately determines what
commitments have been previously
made with customers.

Accounting - Ensures all explanatory
supporting records for financial
transactions are held for the legally
required period.

Legal - Allows email to be used as
evidence in court, defensively and
offensively.

TICKING ALL THE BOXES

As the world leader in forensic email
compliance solutions, Cryoserver ticks
all the boxes for an organisation’s
requirements.

Provides complete records:
e Captures a copy of every email.

e Content of emails and attachments is
indexed prior to storage.
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Comprehensive audit trail: Maximum flexibility:

* Privileged and administrator level e Compatible with current mail servers:
access to the system is audited using Microsoft Exchange, Novell Groupwise,
a transcript of their session. Lotus Notes, Sun JES and Teamware.

Secure solution: * Modular system design.

* All access to the system is recorded * Architecture.

and retained securely.
Fast email retrieval:
* Emails are stored with a timestamp,

sequential folio number and digital
fingerprint. e Simple search on content and
metadata.

* Browser based user interfaces.

* Access to the system is through a
secure web interface. * Advanced search using stemming,

e All traffic passing between the sound-alike and proximity.

modules is SSL encrypted.

Scalable:
to a secondary storage location. added.
e Email data is compressed before  Distributed architecture.

storage.

e LDAP/Active Directory Support.

"“Cryoserver is working very well for

us. It does everything we need for best
practice and compliance, and more. In
the IT Department, it has given us the
peace of mind that all emails are stored
and, should we need to retrieve them, it's
a very simple and quick process. It also
means that other staff are content that
no one can access their emails without
good reason and even then, it's traced.”

lan Lee, IT Manager, Weaver Vale
Housing Trust
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